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In these months, rearmament, especially of the 
European parts of NATO, is starting. The ques-
tion for politicians and the military becomes, 
what should we invest in? What type of war 
are we facing? This report will seek to describe 
some of the changes facing war.

In the last twenty years, new types of war, hy-
brid war, and cyberwar have been discussed. 
However, the Ukraine war shows very clearly 
how new and old technology are mixed and 
how different types of warfighting happen 
simultaneously. We see war in cyberspace as 
well as tanks, infantry, and planes deployed on 
the battlefield. NATO must be able to do this in 
the future.

The North Atlantic Treaty Organisation (NATO) 
currently faces changes in warfare equiva-
lent to the changes that occurred between 
1914 and 1918. The armies with which the 
European armed forces went to war in August 
1914 could very well have been recognised 
by General Napoleon or his adversaries in 
1814. In 1918, the armed forces underwent 
dramatic change. The skies emerged as a new 
warfighting domain and the war at sea also 
saw changes, including the first original use 
of submarines. Simultaneously, machine guns 
against mass armies changed the rules on the 
battlefield. These factors caused changes on 
all levels of strategy, from the sub-tactical level 
to grand strategy. The same kind of changes 
are underway for NATO’s armed forces as well 
as the member states’ civilian leadership. 

Looking forward to 2040 is a difficult task, 

1. Introduction

warfare and international politics. For politi-
cians and military leaders, many of the inven-
tions and accompanying changes had al-
ready taken place before the war, though the 
changes were implemented or accelerated 
during the war. 

NATO sees four characteristics of technologies 
that will define combat-critical military technol-
ogies in the future: Intelligent, interconnected, 
distributed, and digital.2 In its work towards 
2030 with Emerging Disruptive Technologies 
(EDT), NATO is focusing on seven technolo-
gies. For each of these technologies, separate 
strategies are developed. The technologies 
are as follows:  artificial intelligence (AI), data 
and computing, autonomy, quantum-enabled 
technologies, biotechnology and human 
enhancements, hypersonic technologies, and 
space.3

Based on the above approach, this report will 

examine the future of NATO warfighting and is 
based on the following assumptions:

•	 For the next 20 years, we will live in some 
kind of international crisis where the focus 
will constantly shift from one crisis to 
another. Such a permanent international 
crisis is the symptom of the superpower 
rivalry we will see in the next 20 years. 

•	 To distinguish war from peace is no longer 
a clear possibility. We are living in a grey 
zone where distinctions vanish. This has 
been described as hybrid warfare or special 
warfare.4

•	 Geography has returned — and at the 
same time, geography has disappeared. 
This means that future threats can arise 
from powers physically close to NATO-states, 
such as Russia, and that the cyber domain 
represents a threat without a geographical 
dimension. A particular challenge will be 

“To be prepared for war is one of the most  
effectual means of preserving peace.” 

George Washington, 1790 

though we can now already predict some of 
the changes — they are underway, they are 
based on research performed during the last 
10 to 20 years, the technologies exist and the 
domains are known. However, the unknown 
factor is how the individual elements will work 
together. Further, there remains the risk that 
brand new and unforeseen technologies may 
arise. 

NATO is based on two pillars: firstly, a com-
mand structure and, secondly, and probably 
most importantly, an idealistic thought that 
had to become a reality. NATO is more than 
merely the words of Article Five. As the alli-
ance’s name states, the North Atlantic Treaty 
Organisation is built on a treaty, an agreement 
between equal partners. The preamble estab-
lishes that NATO is a mindset with a framework 
based on peace, freedom, democracy, rule-
of-law, and individual liberty. 

These two pillars will carry NATO into the future; 
however, its investments in warfighting capa-
bility must be based on its overall approach 
to the future, including the individual member 
states’ investments in modern and contempo-
rary capabilities.

The purpose of war will not have changed 
in 2040: ‘War is thus an act of force to com-
pel our enemy to do our will.’1 However, the 
means available to force our enemy’s resolve 
will have changed. One of the best exam-
ples to help us understand this change in the 
means is the military revolution of the First 
World War. This war fundamentally changed 

World War I changed war in the same way we can see it in the future. New military domains emerged, and 

at the battlefield, soldiers witnessed these changes. Photo Frank Hurley/National Library of Australia.
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in for form of threats from states outside of 
the ordinary NATO Area of Operations, such 
as China, as the NATO Secretary-General 
pointed out in August 2019.5 Threats to a 
NATO state can now originate from almost 
anywhere in the world.

•	 Technology becomes more and more 
expensive, while at the same time, 
technology is cheap and can be 
developed anywhere. 

•	 Space has emerged as a warfighting 
domain in its own right and as a key enabler 
for almost all terrestrial operations.

1.1 Military Transformation

One of the most remarkable characteristics of 
NATO is its ability to reinvent itself continuously. 
In his speech to the US Congress in April 2019, 
Secretary Jens Stoltenberg stated, ‘NATO is the 
most successful alliance in history because 
we have always been able to change as the 
world changes.’6

The sources of military transformation can be 
multiple and include ‘cultural norms, politics 
and strategy, and new technology.‘7 NATO 
reinvented itself — or its strategy — several 
times during and after the Cold War. Had NATO 
not reinvented itself, it would have ceased to 
exist. Reinvention can be caused by critical 
junctions, where a shock animates a new de-
velopment.8 This has been the case for NATO, 
where transformation was caused by either 
political and strategic shifts or by the advent 
of new technology. During a shock or in a time 
of crisis, NATO has shown itself able to meet 

Humans and autonomous 
machines operating on the 

battlefield. DARPA.
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Currently, the world is changing from the ‘New 
World‘ — the world we saw from around 1500, 
built on the Western military revolution, The 
Age of Discovery, etc — to a multipolar and, 
perhaps most importantly, multi-civilisational 
order encompassing the whole globe.12 The 
challenge in many ways will be to channel and 
control ‘divergent historical experiences and 
values … into a common order.‘13 

Present population growth in Asia is a pressing 
matter. By 2027, India is projected to overtake 
China as the world’s most populous nation. 
However, by 2050, Africa will have the world’ 
s largest population. This means that over the 
next 30 years, we will see a shift — as we are 
currently witnessing in Asia — which will be fol-
lowed by a shift to Africa as far as population 

2. changes in the global  
security system

size is concerned. This will probably impact the 
emergence of strong powers in Africa. Whether 
this means that, for example, Nigeria or South 
Africa may develop into great powers never-
theless remains uncertain. However, it seems 
quite likely that these changes in population 
growth will significantly impact security policy 
in the form of both migration and the risk of 
conflicts related to food and water.
 
From today, and for the next 20 to 30 years, 
the world will see a great power competition, 
one which we have not seen for many years. 
The USA and China will be the main actors, 
though Russia and increasingly India will take 
part in the competition for influence on the 
world political stage. It will be a competition 
on all levels, from soft power and economics 

The Battle of Breitenfeld in 1631 was part of the military revolution, in which, among other things, 
the armies grew, new technology was introduced and larger armies operated in larger areas.

and overcome challenges. In the future, it is 
more uncertain whether the time necessary to 
secure a quick adaption to such challenges 
will be available. 

One means of sheltering NATO against 
inevitable future shocks and, hereby, securing 
NATO’s instrument of power fast enough is a 
combination of increasing existing capacities 
and the development of new technologies. 
To safeguard themselves, NATO states must 
expand their militaries. The budget cuts since 
the end of the Cold War, and especially 
after the financial crisis of 2008, in both the 
NATO Command Structure and NATO states’ 
armed forces, have resulted in armed forces 
with a limited capacity, to the extent that it 
challenges NATO’s deterrence strategy. 

The NATO states’ technological advantage 
is undermined by the states having such few 
capabilities that a possible enemy, by means 
of abundant mass, can circumvent techno-
logical inferiority. An example of this is China’s 
commitment to mass in missiles, which can 
make it difficult for the United States to main-
tain its dominant position, particularly in Asia.9

In the past, Western military transformation was 
focused on and provided an opportunity to:

1.	 change tactics based on newly available 
technology,

2.	 change the size of the armies/navies,

3.	 establish new strategies,

4.	 impact on society by establishing a new 
administration that was able to handle a 
new military,

5.	 an escalation of the area of operation.

War in the future — New and Old Challenges  8 War in the future — New and Old Challenges  9

These were the main elements in the so-called 
Military Revolution in the 16th and 17th centu-
ries.10 Western domination of the world from 
around 1500 to 2000 was largely based on 
this military revolution. The five elements can 
be recognised in the changes to warfare that 
occurred during and right after the First World 
War. They can also be recognised in the trans-
formation of NATO since 1990. In NATO, the 
transformation has been driven by a change 
in politics and strategy, the United States, and 
constrained or few resources among the other 
member nations. The changes themselves 
have been based on the experiences of 
American forces and how they are structured.11

The necessary military transformation/revolu-
tion of NATO towards a capable warfighting 
machine in 2040 should be based on a well-
thought-out strategy that relates to the five ele-
ments outlined above. The five elements can 
also be used as a checklist.

This report will describe these elements of the 
future changes in security policy, strategy, and 
new technology to provide a platform for mili-
tary procurement in each NATO state.



to hard military rivalry. It will also be a competi-
tion of values. On the one side lies the Western 
values of democracy, human rights, and the 
right to free speech; on the other side lies a ris-
ing China that insists on social and economic 
rights — but not political rights.14  We can 
expect NATO’s values to be challenged to an 
unprecedented degree.

2.1 Great Power Game — Pentarchy

The new great power game is played by the 
USA, China, Russia, an emerging India, and 
perhaps the EU. This could form a kind of pen-
tarchy, as seen in the 18th century.15  This was a 
rather unstable state of affairs where the Euro-
pean powers changed alliances between both 
smaller countries and between the great pow-
ers. The outbreak of the Prussian Seven Years’ 
War in 1756, for example, can to some extent 
be traced to shifts in alliances—a switching of 
partners known as the Diplomatic Revolution 
— where Austria shifted its allegiance from the 
United Kingdom to France, while Prussia and 
the United Kingdom became allies. Over the 
next 20 years, we can again expect to see this 
type of shift in alliances.

The two most powerful states will be the USA 
and China, and the other states will seek to 
benefit the most from this. Despite an increase 
in ties between Russia and China, Russia re-
mains a minor partner for China. Therefore, it is 
possible in the not-too-distant future that Russia 
will seek to ally itself with the USA or the EU to 
maximise its benefit. This, of course, will require 
a solution to the current Ukraine war, and that 
Russia sees itself more threatened by China 
than by the West. Right now, it is a utopia, but 
history has shown us that rapid alliance chang-
es and policy changes are possible and have 
actually happened. It happened, for example, 
with US-China politics in the 1970s. 

It is a classic alliance game that we will face, 
where one seeks to optimise one’s position by 
switching alliance when one’s ally gains more 
from the alliance than oneself — or when it is 
possible to secure a better deal from others. 
This means that the USA and China will estab-
lish themselves as opposite poles, while Rus-
sia, India, and the EU will be able to operate 
between them. However, the vast majority of 
EU member states are also members of NATO. 
We share common values with the United 
States, which provides a very strong connec-
tion across the Atlantic Ocean.

One challenge for the actors in the new great 
power game will be the risk of being over-
stretched. Throughout history, it has been a 
common dilemma for the leading great power 
that it was obliged to invest more and more in 
its military if it wanted to safeguard its position. 
That led to a downward spiral for the greatest 
power in any given period.16

2.2 New Actors in the Game 

In addition to the usual state actors, new (or 
actually old and well known) actors are emerg-
ing: from terrorist groups to non-governmental 

organisations (NGOs) to private industry. They 
all seek to influence politics, be it peacefully 
or through the use of force. NGOs and terrorists 
are well known to the public as actors in inter-
national politics. The same can be said about 
technology companies like Google, Ali Baba, 
Apple, and the like.

What is less known is how international com-
panies have used or considered using military 
power in the last few decades. Up until the 19th 
century, companies like the English East India 
Company or the Dutch East India Company 
had very large military units at their disposal 
— of which they made ample use. A modern 
example is how Jardine Lloyd Thompson Group 
(JLT), which insures 14 per cent of the world’s 
commercial shipping fleet, in 2010 proposed 
the establishment of a private navy compris-
ing 20 patrol boats. Their purpose would be to 
escort ships passing through the Suez Canal 
and the Indian Ocean and respond to pirate 
attacks in the area.17 In Sierra Leone, mining 
companies hired private military companies 
(PMC) to fight rebels, and the military ’s deploy-
ment of the PMCs was an important element 
of peace-making in Sierra Leone. 

The Wagner Group is a modern version of mer-
cenaries. Here, we see a group of more or less 
organised soldiers working with some affiliation 
with the Russian state.18 The deployment of the 
Wagner Group in Syria is an example of how 
mercenaries are being used as deputies for 
the states in the new great power conflict. For 
the next many years, we will be deploying this 
type of group in proxy wars worldwide.

The war in Ukraine could be an example of 
future war. Here we have seen that private 
individuals have taken up the fight against 
Russia—either in the form of joining the Ukrain-
ian Foreign Legion or in more or less organised 
networks that, for example, can carry out 

cyberattacks. This mixture of the state mo-
nopoly on violence and then the private sector 
may well become part of the future battlefield. 
Private companies can support the state with, 
for example, cybersecurity, where we have 
seen Romanian companies that have teamed 
up with the Romanian National Cyber Security 
Directorate (DNSC).19 This is an expression of 
the fact that the companies are being bought 
to provide a security service and that there is 
a common denominator between civilian and 
military critical infrastructure. Therefore, during 
a crisis or a war, the private business sector 
can be affected directly or in the form of a 
spill-over from, for example, cyberattack.

In other words, it is very likely that operators in 
upcoming theatres of war will not be limited to 
be states but will also include other actors who, 
in some cases, will exercise states’ monopoly 
of power and sovereignty. The challenge for 
these actors will be to physically build bases if 
classic military power is discussed. Therefore, 
these actors will be interested in using, for 
example, the cyber domain, where normally 
much-needed physical military facilities such 
as ports, barracks, or airfields are not required. 
This makes the actors less vulnerable and 
provides them with a flexible and simple way 
of operating. In weak states, however, these 
actors will be able to undertake constructions 
that are far more reminiscent of classic military 
organisations.

2.3 The Battlefield in the New 
Security Order

Over the years, it has been debated where 
NATO forces should be deployed and oper-
ate. Is the Transatlantic Area of Responsibility 
the limit of NATO operations, or may NATO work 
beyond the border of the Transatlantic Area of 
Responsibility? It was debated whether NATO 
should engage in the French operations in 
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pentarchy 
The modern pentarchy consists of the United 
States, China, Russia, India and the European 
Union. Five powers that ally themselves with 
each other and are in conflict with each other.



Algiers in the 1950s, in the US-led operations 
in Vietnam in the 1960s and 1970s, and lately 
in the US-led operations in Afghanistan. We all 
know the historical facts. Therefore, we all know 
that NATO adapts accordingly, respecting 
the past and accepting the present in order 
to meet the future — and that is the key to 
NATO’s survival as a defence alliance.

The battlefield of the future will consist of 
all five military domains at the same time. 
Sea, land, and air will remain very similar to 
themselves, while the deployed forces will be 
complemented by the latest technology, that 
is, primarily robots guided by AI. Moreover, the 
development will be fast-passed — speed will 
be everything.20 There are (at least) five differ-
ent issues that will change the future battle-
field:

•	 cyber technologies,

•	 space,

•	 cities,

•	 climate changes, including their direct or 
indirect influence on the Arctic Region,

•	 attacks on allied countries outside the Trans-
atlantic Area of Responsibility.

All NATO countries must see themselves as 
being under a continued cyberattack. The list 
of attacks since 2006 is alarming,21 and no 
one should consider themselves exempt from 
cyberattacks. Until recently, many analysts tried 
to distinguish actions taken in cyberspace from 
those taken in the ‘real world‘. Israel changed 
that in 2019. Israeli Defence Forces tweeted 
that a real-time missile attack countered a 
hacker attack.22 This means that the various 
military domains can no longer be separated 
and that cyberattacks will take place continu-
ously, including in times of peace.

Destroyed Russian tanks in the Sumy region, Ukraine, March 7 2022. Photo Irina Rybakova/Press service of the Ukrainian Ground Forces
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Concept Design of the DARPA No Manning Required Ship (NOMARS) X-Ship program. Photo Serco.
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cyberspace with the development of space 
programmes, there is a risk that the increased 
digitalisation and dependence on cyber tech-
nologies and space will present a very clear 
vulnerability in this area. It has the very un-
pleasant consequence that NATO forces must 
learn to operate without satellite-based military 
systems such as GPS, various communications 
systems, or satellite-based intelligence. There-
fore, NATO must protect both these systems/
domains and train, practise, and learn to oper-
ate on the battlefield without them. As far back 
as World War One, Great Britain discovered that 
control over the cables to North America was 
vital.27

 
Since the establishment of cities, there has 
been a movement from rural areas to cities. 
It is very clear that cities have always been 
the centre of social, economic, and political 
activity. Today, a continued concentration of 
people in urban areas is taking place, and an 
increasing portion of the world’s population 
lives in cities.28 This drives domestic and inter-
national migration. The number of megacities 
with a population of more than 10 million is 
steadily growing. The last 100 years of warfare 
show how complex urban fighting is. 

Cities, on the one hand, are a military target 
— as has been seen for centuries. The capital 
or other cities form strategic hubs. On the other 
hand, cities are an obstacle where fighting 
can take a long time and delay operations. 
The Americans experienced this in Iraq, and 
at the time of writing, the Russians were expe-
riencing it in Ukraine. The growing cities — and 
the growing number of cities — present a seri-
ous problem for the armed forces. Both urban 
warfare and sieges are back in the discus-
sion of strategy.29 In the last 30 years, war has 
been taken into cities like Bagdad, Basra, and 
Grosnyj. Cities are vulnerable to threats from 
terrorists, gangs, or militias, and the operating 

environment is difficult.30 This means that sieges 
have once again become part of military 
strategy, where one wants to conquer the city 
but not conduct a battle from house to house.

There will always be a very high risk that civil-
ians will be harmed during military operations 
in cities. Furthermore, maintaining situational 
awareness as well as locating the adversary in 
cities is extremely difficult. There is no quick fix, 
though a large amount of research, especially 
from the USA and the Israel Defence Forces 
(IDF), on how new technologies can help sol-
diers fight in cities is being undertaken. At the 
same time, a completely different problem is 
that megacities can potentially develop into 
independent entities able to challenge states. 
Cities and megacities are perhaps the most 
challenging battlefield for NATO in the coming 
years.

Climate change will be a driver of human in-
security.31 Research has shown that ‘worldwide 
and synchronistic war–peace, population, and 
price cycles in recent centuries have been 
driven mainly by long-term climate change‘.32  
Climate change can lead to conflicts; how-
ever, it remains uncertain whether climate 
change will function as a direct trigger of 
conflict.33 

Climate change will surely alter the operational 
environment. During the Little Ice Age, climate 
change made it possible for Swedish troops to 
cross the ice-covered sea on foot and attack 
the Danish capital, Copenhagen, in 1658. In 
Chinese history, there seems to be a direct 
connection between changes in climate and 
war.34 Climate change will also challenge 
NATO forces outside the ordinary conflict spec-
trum. During and immediately after natural dis-
asters, the military is often the only entity with 
the capacity to take rapid action.35 This means 
that climate change can lead to greater 

use of NATO’s military resources, deployed in 
disaster areas to both help or assist and avoid 
the catastrophes, resulting in negative security 
policy developments.

For NATO, the clearest immediate impact of 
climate change is the melting of the ice in the 
Arctic Region. Consequently, the North Atlantic 
and the Arctic Region will become navigable 
to a greater extent than previously possible. 
However, the Arctic Region will continue to be 
a very difficult area in which to operate. Oper-
ations in the area will typically occur in the sea 
or air domains. Nevertheless, as we saw during 
the Cold War, it will be crucial to have con-
trol over the region. This holds especially true 
with regard to the sea lines of communication 
(SLOC), in terms of bringing reinforcements to 
Europe, the containment of Russia and main-
taining radar facilities in Greenland — the lat-
ter being part of the US missile warning system. 
There is a risk that the Arctic Region will be 
affected by spill-over from conflicts elsewhere, 
involving China or Russia. As a battlefield, it is 
perhaps one of the most terrifying thoughts. 
The lessons from the Second World War show 
how difficult it is to operate in the area: only 
very few can survive warfighting in this extreme 
environment. 

In addition to the aforementioned changes in 
the battlefield, new regions may be the subject 
of NATO operations. It can by no means be 
ruled out that virtually the whole world could 
become NATO’s area of operation. The most 
likely opponents to the United States in the next 
20 years will be Russia and China. Depending 
on how and where a conflict with China erupts, 
there is a risk that NATO will have to operate in, 
for example, the South China Sea.

On the other hand, NATO itself can make use 
of cyber capabilities both defensively and 
offensively. In 2016, the US was considering 
using a cyber response to the Russian hack-
ing of Hillary Clinton’s emails. Being discussed, 
among other things, was a closure of the Rus-
sian financial system. The proposal was reject-
ed but illustrates the possibilities which cyber 
operations offer.23

Space has for a long time been a military 
domain. Until recently, peace has reigned 
in space, and space has only been used to 
obtain intelligence, gather information, and as 
the basis of satellite-based navigation sys-
tems. This state of affairs, however, is changing 
dramatically. The USA, China, Russia, India, and 
France have launched new space research 
programmes.  

The new benchmark for superpowers is whether 
they can deliver kinetics or use directed-ener-
gy weapons in space,24 In other words, whether 
they have the wherewithal to shoot down satel-
lites or shut them down by other means. From 
a long-term perspective, another benchmark 
will be the ability to use satellite-based systems 
to paralyse or attack operations on the ground. 
This is not the Ronald Reagan-era Star Wars 
programme that was meant to ‘give us the 
means of rendering these nuclear weapons 
impotent and obsolete.‘25 Rather, the new Star 
Wars programme is a means of shutting down 
communications and navigations systems and, 
in such a manner, blindfolding your opponent.

Warfare will also take place in space. China 
currently conducts research on orbit capaci-
ties, where the focus now is on the mainte-
nance of satellites in space, but in time these 
capacities can be developed into orbital 
threats.26

Thus, when we combine the development of 
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3. War or Peace
War between states — especially so-called 
great power war — is not within the personal 
experience of decision-makers, officers, or 
researchers today. They will, therefore, find it 
easier to dismiss as a real risk.36 In the period 
from 1946 to 2014, the number of interstate 
wars has diminished.37 One might be led to 
believe that interstate wars will disappear in the 
21st century, should this trend continue linearly. 
Yet this will be a dangerous assumption, as it 
does not reflect the growing superpower rivalry 
between the United States, China, Russia, and 
possibly India by 2040. The Ukrainian Crisis in 
2022 shows that we cannot completely dismiss 
the risk of a great power war. 

To understand the present, one must know 
the past and prepare for the future. Looking 

alliance should be formed in a time of peace 
to deter from war — and to be prepared for 
war. 

The most important lesson from the Cold War 
was that deterrence works, but it must not be 
oversold.39 In 1946, Bernard Brodie wrote, ‘Thus 
far the chief purpose of our military establish-
ment has been to win wars. From now on its 
chief purpose must be to avert them.‘40 This 
was his view of nuclear deterrence. Today, 
we know that deterrence only works to some 
extent.41 Deterrence was — and is — based 
on the assumption that the whole NATO sys-
tem works. During the Cold War, NATO defence 
planning, contingency planning, exercises, op-
erational training, readiness, resilience, military 
force structure, command structure, and MAD 
(the mutually assured destruction strategy) all 
worked and established a reliable deterrence. 
NATO’s deterrence was based on a mix of con-
ventional and nuclear deterrence. 

Russia has created a new form of nuclear de-
terrence. This was based on two deeply con-
cerned findings: 

1.	 Russia saw its weaknesses in military 
operations in the 1990s. 

2.	 At the same time Russia saw the force and 
new technologies of the West. 

Based on these findings the Russian military 
doctrine of 2000 states that nuclear weapons 
can be used in response to a conventional at-
tack on the Russian Federation.42 In the Western 
world, we have seen a larger — and some-
times somewhat uncertain — discussion about 
whether Russia has introduced an ‘escalate 
to de-escalate‘ doctrine.43 This means that it is 
believed in the West that Russia, in the event 
of losing a conflict, is ready to escalate it with 
a nuclear weapon in order to be able to stop 
war and de-escalate the situation. In itself, this 

insecurity about Russian doctrines in the field 
constitutes a deterrent. 

President Vladimir Putin has understood how to 
employ the nuclear deterrent during the war 
in Ukraine, where he has put nuclear forces on 
increased alert.44 This new way of playing on 
nuclear deterrence requires a new doctrinal 
approach from NATO. It is unheard of to use 
the nuclear deterrent against states that do not 
themselves have nuclear weapons, and it can 
create a whole new dynamic where states that 
see themselves threatened to a much greater 
extent will seek to seize chemical, biological, 
radiological, and nuclear (CBRN) weapons as 
a deterrent.

In the future, deterrence must be created in all 
five domains. It will be more than difficult, and 
potential opponents will bet that they are able 
to tip the balance by affecting at least one of 
the domains, possibly before a war breaks out. 
First strikes — surprise attacks such as the Blitz, 
the Japanese attack on Pearl Harbour, or Egypt 
and Syria’s attack on Israel in 1973 — are sce-
narios that NATO must study closely, especially 
after Russia has shown its capability to shoot 
down satellites.45 These studies should involve 
how an opponent of NATO can, with active use 
of both the cyber and space domains, blind 
or paralyse NATO for a short or lengthier period 
of time, and how NATO can continue to fight in 
such a situation or environment. 

3.2 The Grey Zone Between  
War and Peace

The distinguished strategist Antoine-Henri, 
Baron de Jomini, wrote in 1838 that ‘We will 
suppose an army taking the field: the first care 
of its commander should be to agree with 
the head of the state upon the character of 
the war.‘46 It sounds very reasonable, though 
too often, the question of what kind of war are 
we facing has not been raised. Too often, the 

into the future is possible only when the past 
is known and when it is known how to use the 
past. As an alliance, NATO is based on the les-
sons which the allied nations learned from two 
world wars. These lessons were used to form 
the new alliance politically and militarily. NATO 
is based on warfighting lessons.

3.1 Deterrence

The most important lesson was the need for 
a unified command structure that could lead 
combined and joint operations in multiple 
theatres of war. The allied victory in Europe in 
1918 and 1944-1945 was based on these prin-
ciples.38 The Supreme Allied Commander Eu-
rope (SACEUR) is the living proof of this. At the 
same time, political leaders learned that an 

Communication via cable has since at least World War I been subject to eavesdropping. 
The Eastern Telegraph Company’s undersea network. Photo Atlantic-cable.
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military and political leadership have not been 
able to agree on this fundamental question. 
In connection to this, they have been unable 
to ascertain the ultimate strategic goals for 
operations or wars.

A revolution in intelligence is occurring right 
now. Classical espionage is still in use, and 
one of the lessons from the post-9/11 era is 
the need for HUMINT. Nonetheless, the revolu-
tion which is taking place regards how new 
technology is changing the intelligence com-
munity.47 Using cyber operations, intelligence 
services are able to penetrate and operate on 
a hitherto unseen scale, and classical under-
cover and deception operations become 
increasingly difficult, as big data provides the 
opposition with the ability to mount counter-
moves quickly. 

At the same time, hybrid warfare operations 

are constantly occurring. They are designed 
to take place both in peacetime and in times 
of war and operate on a ‘phase-based scale 
using three separate but coordinated levels of 
asymmetric warfare, all of which occur during 
peacetime before acts of war have occurred 
in the grey zone.‘48

Jomini assumed that a declaration of war had 
been made and acknowledged. In his time, 
theoretically, there was a distinction between 
peace and war — a distinction that no longer 
exists. We must recognise that there are con-
stant attacks targeting NATO states, their citi-
zens, and their businesses in the cyber domain. 
In addition to attacks constantly occurring, 
it also takes a long time and requires much 
effort to recognise them — at least the most 
sophisticated attacks. Reports from private 
companies estimate that it takes nearly 200 
days before a cyber breach has been detect-
ed and that it takes up to 69 days to contain 
the attack.49 

In Chinese military thinking, the escalation lad-
der differs from the conception used by NATO. 
In China, they operate with ‘stages as consti-
tuting a state of “quasi-war,” and state that 
they have characteristics of both peace and 
war.‘50 This can, at most, cause various misun-
derstandings and change once again by the 
separation of peace and war.

NATO has declared cyber as a separate do-
main, though in the future, it should perhaps 
change this to reflect the recognition of the 

overlap between the cyber domain, informa-
tion operations, espionage, and other clan-
destine operations. These operations occur 
both in peacetime and in wartime and blur 
their boundaries; we must thus speak about a 
grey zone between peace and war. Perhaps it 
will help NATO understand the new battlefield 
to speak about the ‘cyber- information and 
espionage domain.‘ It is not a succinct term, 
though it better demarcates the manner in 
which NATO ought to perceive and deal with 
the situation.

The challenge for NATO — and the EU — is 
whether or not the organisation is actually 
prepared to react quickly enough. The NATO 
Crisis Response System builds on fairly well-de-

The Israel Defense Forces bombed Hamas as 
the organisation was carrying out a cyber attack. 
Photo Twitter/ Israel Defense Forces, @IDFDF.

fined phases, yet the question must be asked 
whether these phases actually reflect reality. 
Cyber has changed the classical escalation 
ladder. In the 18th century, due to the necessity 
of gathering horses, hay, and oats, for exam-
ple, the warning time could be months. At the 
outbreak of the First World War, a warning and 
subsequent mobilisation time were reduced 
to a matter of days or weeks. The question is 
whether there is a warning time at all today. 
Penetration of critical structures may have oc-
curred months before an attack is carried out, 
and a cyberattack can be launched in sec-
onds and cripple critical infrastructure. Is NATO 
actually ready for this type of extremely short 
warning time and the risk of extremely rapid 
escalation?

DARPA’s Hallmark program will provide improved capabilities to rapidly plan, assess and 
execute the full spectrum of U.S. military operations in space. Photo DoD graphic
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4. New Technologies – 
and New Arms Races

The NATO member states need to produce 
state-of-the-art defence technology and 
equipment to secure their countries and 
citizens. It is crucial to understand that there 
is a very close connection between a strong 
and technologically advanced military and a 
strong defence industrial base. There is a need 
for an even stronger interaction between the 
military, industry, and research within NATO. 
American strategist Alfred T. Mahan portrayed 
the close connection between a strong navy, 
a large merchant navy, shipyards, etc., as a 
circular context in which the collaboration 
makes the individual components stronger.51  

In 2014, the US launched the Defence Inno-
vation Initiative, which constitutes the core of 
the third offset strategy.52 The current problem 
is how this will be coordinated with the Euro-
pean powers. Seen from the outside, there is 
a lack of coordination, to some extent a lack 
of sharing, and a lack of the development of 
competing programs across the Atlantic. To 
win the technological race between NATO and 
all other states, NATO needs a much stronger 
internal competition and enhanced coopera-
tion between research and industry. This means 
that not all technology shall be US-based nor 
European. In Europe, the European Defence 
Fund and the Permanent Structured Coopera-
tion (PESCO) must be much better coordinated 
with NATO initiatives. 

At the same time, there is a need to focus on 
new technology and not be blinded by the 
belief that technology alone can establish an 
upper hand in a conflict. In his 1919 analysis of 
tanks, Major-General J.F.C. Fuller represented 
this tech-fetish or fascination of weapon devel-
opment. He wrote: 

Tools, or weapons, if only the right ones can 
be discovered, form 99 per cent of victory. 
Strategy, command, leadership, courage, 
discipline, supply, organization, and all the 
moral and physical paraphernalia of war are 
as nothing to a high superiority of weapons; 
at most they go to form the 1 per cent, which 
makes the whole possible.53

This has been described by D.H. Lawrence, 
who wrote just before the outbreak of the First 
World War that ‘science and machinery … 
nourish man’s sense of the miraculous as mag-
ic did in the past.‘54 In much the same way, 
there has been some idealisation, since at 
least the 1980s, about weapons with surgical 
precision. This was initially fuelled by the Israeli 
attack on the Iraqi nuclear reactor at Osirak in 
1981 and later by the very well-orchestrated 
pictures and reports from the First Gulf War. 
However, precision and technological superior-
ity are not certain and do not guarantee vic-
tory. These must be some of the harsh lessons 
learned from Afghanistan, Iraq, Syria, Yemen, 
and other contemporary battlefields. 

There has always been a struggle between the 
defensive and the offensive. Likewise, there 
has always been a struggle between armour 
and movement. We will also see this in 2040. 
The medieval or contemporary discussion of 
armour versus mobility will find traction once 
more. New types of personal protection are 
constantly being developed. In the United 
States, the Institute for Soldier Nanotechnolo-
gies is advancing well, producing lighter and 
stronger equipment to protect the deployed 
soldier. A new dimension will be exoskeletons 
that can provide soldiers with unprecedented 
strength. The TALOS (Tactical Assault Light Oper-
ator Suit) is one example of this, and the comic 

Grozny after the Russian attack. Photo Alireza numberone, CC BY-SA 4.0,
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book Ironman may to some extent be seen as 
a future prospect for a Western soldier.55

The fascination with technology and the desire 
in the Western world for newer, bigger, and 
better weapons and weapon platforms poses 
a risk. Simplicity and flexibility can be lost—and 
with that, the possibility of winning a war. Martin 
van Crefeld warned against it as early as 1991 
in his study of technology and war.56 Flexibility 
must be a component of building new capa-
bilities. This has been done for years in the field 
of naval construction. The most extreme is the 
Danish Standard Flex system, which makes it 
possible to replace individual modules and al-
ter a unit ’s task from environmental monitoring 
to mining. Slightly less extreme is the structure 
of the Danish frigates, which is also based on 
a flexible mindset. This is repeated in the new 
British Type 31 general purpose frigate, and the 
module principle is also found in the Queen 
Elizabeth-class aircraft carrier.57 A modular 
approach allows outdated modules to be 

stationary or mobile. According to the above 
definition of robots, drones, land-based vehi-
cles, and certain types of artillery are all robots. 
A variety of technologies play a role in the de-
velopment of robots. Among other things, new 
and lighter materials, microelectronics, energy 
and battery technology, combined, suggest 
that robots can be deployed in large quantities 
on future battlefields.

Robots are already deployed on the battlefield 
of today. The use of robots represents one of 
the most profound changes on the battlefield, 
and it has happened with astonishing speed.59 
Russia is aiming for around 30 per cent of its 
combat power to consist of remotely con-
trolled and robotic platforms by 2025.60

The question is how many will be used in the fu-
ture, whether they can operate by themselves, 
and whether we will allow that. In other words, 
the question is what the interface and interac-
tion between man and machine will be. Robots 

Nuclear explosion 
Photo RomoloTavani / iStock-470309868

updated with replacements as technology 
develops. This is known, for example, from the 
F-16 program, where there has been extreme 
development from the planes that first flew in 
the 1970s to the ones that fly today.

4.1 Robots

Unmanned systems, or robots, represent a 
radical new element of the armed forces of 
the future. They might be unmanned, but they 
require humans to service them. That is to say 
that they are only unmanned at the sharp end. 
There is a large tail of humans operating the 
robots and servicing them. By 2040, parts of 
this tail may have been made smaller, and 
other robots may be servicing the robots. How-
ever, that requires many new technological 
developments.58 

A robot is a machine with three interacting 
components: Sensors, processors (that can be 
AI) and effectors. It follows that robots can be 

have the great advantage that they can be 
deployed without the need to worry about the 
loss of life. They are in many ways the answer 
to the body bag syndrome — however, in 
doing so, they can also promote the use of a 
military solution. At the same time, one must 
remember that robots can be programmed to 
follow the rules of law, and we must consider 
whether robots actually will reduce the number 
of war crimes committed in conflicts. 

The use of robots will redefine the military units. 
Over the next few years — until 2040 — it will 
be necessary to establish armed forces where 
robots and humans work together. The tactical 
and operational considerations will be reminis-
cent of the post-First World War considerations 
of the composition of armoured units and their 
operational deployment. In all likelihood, there 
will be two ways to go: Integrating the robots 
or letting them operate in their own groups. In-
tegration is probably the most optimal tactical 
and operational approach. 

Cyberwarfare specialists serving with the 175th Cyberspace Operations 
Air Force. Photo J.M. Eddins Jr.
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Russia has, with debatable success, deployed 
the Uran-9 tracked unmanned combat ground 
vehicle in Syria.61 Russia has created the first 
new formations with robot tanks.62 However, 
these do not yet appear to have been tested 
on the battlefield in Ukraine. The vehicles are 
designed for fire support and reconnaissance. 
Little is known about their tactical deployment 
with Russian soldiers, though there are indica-
tions that the units are integrated. The Uran-9 
is armed with a 30 mm automatic cannon, 
a machine gun, and M120 Ataka anti-tank 
guided missiles. The Uran-9 operates in a unit 
composed of two reconnaissance vehicles, a 
Uran-9 vehicle, and a command post.63 This 
is the near future of war, where robots support 
humans. In a more distant future, they will be 
able to operate by themselves. At the same 
time, Russia is looking to use other robots for 
defence against missiles or drones, for exam-
ple.

The lesson from history is that an armoured 
brigade can only to some extent operate 
independently and without support. When the 
Israeli 190th Armoured Brigade advanced in 
1973, Egyptians defeated it using precision-
guided weapons.64 It is most likely similar in the 
case of robot armies; they may emerge as 
an armoured unit in a blitzkrieg scenario, but 
they will continue to need support and logistics 
provided by human beings. 

Finding out how to turn a robot off becomes 
crucial for an adversary, be it by destroying it, 
switching off its systems, or taking control of it. 
There will be a race for this kind of knowledge 
in a few years. Robots are just as vulnerable to 
humans as are other humans and can be ma-
nipulated or turned on or off. Robots are thus 
not the solution to human weakness — they 
have weaknesses of their own.

Across the medical field, interesting research 

results are being published, indicating that it 
will be possible to equip humans with super 
limbs in the near future or simply to replace lost 
limbs. An artificial arm was developed in 2016 
at John Hopkins Hospital where an electrode 
implanted in the patient’s brain could control 
his fingers.65 Projecting this forward to 2040, 
you will be able to have real cyborgs and, 
perhaps even more interestingly, develop the 
human brain with implants that create a super-
human. Whether this will be allowed by govern-
ments is another issue. Nonetheless, there is a 
real possibility that superhumans will exist or be 
in a late stage of development by 2040. Cy-
borgs, bionics, biorobots, and androids are the 
far future — they are certain to be actors on 
the battlefield in 2040. They constitute a further 
development and link between artificial intel-
ligence and robots and, for cyborgs, are at the 
same time partly the answer to how man can 
maintain control over the battlefield.

4.2 Artificial Intelligence and 
Autonomous Weapons

Russian President Vladimir Putin observed, 
‘whoever becomes the leader in this sphere 
[artificial intelligence] will become the ruler 
of the world.‘66 Artificial intelligence (AI) and 
quantum computers represent perhaps the 
most ground-breaking new technology on the 
battlefield. Neural networking enables comput-
ers to learn to some degree. 

In Chinese military thinking, we are now talk-
ing about development from a warfare where 
today we are ‘informatised‘ to being ‘intelligen-
tised‘ in the future. This Chinese mindset seems, 
quite clearly, to embrace the development 
that AI provides.67

Supercomputers with a processing power 
equivalent to the human brain are coming in 

The USAF F-117 Nighthawk, one of the key aircraft used in Operation 
Desert Stor. Photo Staff Sgt. Aaron Allmon II.

The Danish Frigate Absalon is build on the Flex-concept.  
Photo Henning Jespersen-Skree, Flyvevåbnets Fototjeneste.

War in the future — New and Old Challenges  28



the next decades, and neural network com-
puting will, by around 2040, attain something 
like human-level intelligence.68 There will be a 
development where robots are equipped with 
processors with AI. It will initially be in the form 
of a limited capacity with clear human con-
trol, but down the line, we will leave more and 
more decision-making to AI, thereby reducing 
the reaction time.

Drones with AI are already deployed on the 
battlefield. Israel uses the Harpy UAV, which is 
launched behind the battle zone: 

they loiter and search for radiating targets. The 
Harpy LM detects, attacks and destroys en-
emy radar emitters, hitting them with high hit 
accuracy. Harpy effectively suppresses hostile 
SAM and radar sites for long durations, loiter-
ing above enemy territory for hours.69

Thus, autonomous systems with AI are not the 
future — it is already on the battlefield. AI will 
enable ‘the cognitisation of machines, creat-
ing machines that are smarter and faster than 
humans for narrow tasks.‘70 It is AI that will ren-
der autonomous weapon systems so problem-
atic and effective in the future. Currently, the 
new arms race consists of, among other things, 
a focus on autonomous weapons systems, 
known as ‘lethal autonomous weapon systems‘ 
(LAWS). The question remains, can NATO mili-
tary and civilian leadership trust machines to 
make life-and-death decisions in battle? The 
Pentagon is actually seeking to develop ethics 
software.71 NATO must discuss how it will handle 
autonomous systems in battle. The US has a 
moratorium on the development of autono-
mous systems, which seems a high risk since 
Russia and China do not have such a morato-
rium.72 Further, Russia and China are sabotag-
ing the discussion in the UN of a ban on lethal 
autonomous weapons. In other words, NATO’s 
possible opponents will use them. 

Not ever to give up your nuclear programme 
must be the lesson learned from Ukraine, Libya, 
Syria, and Iraq. Therefore, nuclear weapons 
will be present in 2040, and there is a risk that 
even more powers will have them. As a means 
of blackmail, states and other actors will also 
focus on cheap weapons of mass destruction 
such as biological weapons. The crossbow 
was banned in 1139 by the Second Lateran 
Council under Pope Innocent II, though it was 
nonetheless employed in military action by 
all the European powers. The same will hap-
pen with autonomous systems. They represent 
such a strong potential on the battlefield that 
no one will abandon them and risk losing the 
battle. Only WMD will be weapons systems that 
you are considering more closely to abandon. 
Much of the West will be reluctant to use au-
tonomous systems, but the risk of facing them 
on the battlefield will force the hope of survival 
and victory to bend ethical principles in the 
long term.

4.3 Swarm Tactics

One of the main questions of military transfor-
mation is how tactics are changing. Right now, 
one of the surest changes is the emergence of 
swarm tactics, tactics that copy insect be-
haviour. Such tactics have very clear historical 
roots. The Mongol armies forced huge groups 
of prisoners in front of their regular troops to 
drain enemy supplies of arrows and other 
long-range weapons. China used massed 
attacks or human waves in the Korean war.73 
In the future, robots will take over these kinds 
of tactics, today known as swarm attacks. The 
Iranian armed forces have used this as a tactic 
for many years.74 Swarm attacks can be car-
ried out by an inferior actor using small but fast 
units and may pose a threat to larger and less 
flexible and thus possibly slower opponents. It 
is a way in which the asymmetrically inferior 
side can turn its inferiority into an advantage. 

Nerekhta Unmanned Combat Ground Vehicle. Photo Militaryleak.

Turkish Bayraktar TB2 drone. Photo Army.com.ua - armyinform.com.ua, CC BY 4.0.
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On the battlefield of the future, swarms will be 
a tactical approach used by inferior players to 
paralyse a larger opponent. It could be done 
by deploying many, but cheap, robots and 
may be coordinated using AI.

Swarms are also a way of describing Western 
countries’ network-centric operations. Swarms 
are resilient and flexible. ‘Military swarms 
promise not only more adaptable and surviv-
able forces but also new offensive and de-
fensive tactics.‘75 The challenge for Western 
military units operating in swarms is whether 
they will actually be allowed to operate in the 
partial autonomy of a swarm. Classic military 
hierarchy does not do well with this kind of 
independence, whereas it suits rebel forces or 
terrorists well. However, NATO forces can find 
inspiration in, for example, the German storm 
troops in the latter part of the First World War, 
who largely worked in a decentralised manner 
with tactics that resemble swarms.

4.4 Maintaining the Technological 
Edge is Expensive

Normann Augustin, aerospace businessman 
and the US undersecretary of the Army, 
described in 1986 how the unit cost of a new 
military aircraft grows exponentially.76 This 
is a problem for the Western armed forces. 
Professor Mikkel Vedby Rasmussen describes 
it as a Western military paradox: ‘Why are 
Western armed forces achieving less and 
costing more?‘77 The paradox is that nations 
such as the USA invest heavily in their armed 
forces but receive less and less in exchange 
for their money.78 The situation is that the 
NATO states, and especially the US military, 
rely “… on sustaining a qualitative edge over 
adversaries to maintain its combat punch.”79  
The US Congress is concerned whether 
potential opponents can manufacture and 

Drone swarm. Photo Chesky_W / iStock
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deploy weapons systems that are far more 
expensive for the United States to counter. This 
applies, for example, to the missile and drone 
domain. 

Some technologies become cheaper (Louis 
A. Del Monte has described it as ‘the Law of 
Decreasing Cost Returns’): ‘The idea is, that as 
technology increase the cost of former gen-
erations of that technology decrease.‘81 Most 
people know this from the purchase of cell 

phones. When a new model comes on the 
market, the older models become cheaper. In 
the war in Ukraine, older hand-held systems are 
widely used, and are crucial on the battlefield. 
You do not necessarily need the very latest 
model - as long as the older one at a cheaper 
price, still provides combat power. This pro-
vides unprecedented opportunities for smaller 
players.

Many of the wars of the first part of the 21st 

century were cheap wars. They were fought 
with cheap and light weapons, by soldiers with 
little or no military education and based to a 
large extent on civilian infrastructure.82 This will 
continue. We see how smaller states or non-
governmental actors use cheap, commercially 
available drones. For example, the Houthi 
movement, Ansar Allah, has made use of UAVs, 
which originate from the hobby industry.83 Ter-
rorist supporters have purchased hobby drones 
in Denmark.84 In other words, it is possible that 

an opponent to NATO can use cheap drones/
robots in lethal attacks on NATO forces.

Turkey has produced several successful drones 
that have now been deployed against Kurdish 
rebels in Turkey and not least against the Syrian 
forces and their Russian materiel and Russian 
forces in Syria. Here, the battles around Idlib, 
in particular, attract attention. Turkish drones 
and Turkish electronic warfare laid down the 
Syrian forces and many Russian systems. The 

The Kinzhal air-launched ballistic missile attached to a MiG-31K fighter jet. Photo: mil.ru
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Turkish Bayraktar TB2 and TAI Anka seem to 
have defeated Russian Pantsir ground-to-air 
systems.85 

The Turkish results are remarkable for at least 
two reasons. First, it shows that a NATO system 
can defeat a Russian system. The second is 
that Turkey developed a system by itself at a 
relatively low cost, a system that can match 
the great power of Russia This provides an 
insight to how, in future conflicts, smaller pow-
ers may to  some extent match great powers in 
the deployment of drones.

Another cheap weapon is bacteria that can 
be easily transported. It must be considered 
that non-state actors or smaller states might 
bet on using bacteria or similar WMD in future 
conflicts. They are so cheap to produce and 
have such uncanny perspectives that an actor 
will at some point use them. This can be done, 
for example, as extortion or deterrence. This 
creates a need for research in the field, which 
fortunately will occur as a dual-purpose devel-
opment.

There will be a new arms race wherein NATO 
must be able to handle wars involving large 
volumes of cheap high-tech weapons and 
weapon systems. The strategic impact is that 
robots can be used en masse against NATO. 
This has the potential to be a game-changer. 
When this same situation occurred in the past, 
the consequence was annihilation on an in-
dustrial scale by the deployment of machine 
guns and rapid-firing artillery. This could again 
be the answer — this time by deploying robotic 
counter-drone systems (counter-UAS; C-UAS). 
Inspiration can be found in the Counter Rocket, 
Artillery, and Mortar (C-RAM) systems. C-RAM 
has been deployed in several theatres of war 
and provides ground units protection against 
mortars, for example.86

Technology developed only for the military is 
simply too expensive for most countries. In the 
future, research and development must have 
a dual use and an interoperability dimension 
simultaneously. The arms race during the Cold 
War had a positive spill-over into the civil-
ian sphere. Civilian and military researchers 
are already working together closely, though 
there are many opportunities to improve this 
engagement. Both sides must recognise that 
each can benefit from the other. 

In this great power competition, industrial na-
tions with strong collaborations between re-
search, business, and defence will have a clear 
advantage. Universities must sacrifice some of 
their independence and set up security sys-
tems, including not hiring scientists from possi-
ble future hostile states. In turn, they can re-
ceive an increase in their basic research grant. 
The military likewise has to sacrifice some of its 
exclusivity. The upside for the military is that it 
can develop technology cheaper and maybe 
even of better quality. It is important that all 
parties acknowledge that good research is 
based not only on success but also on a host 
of failures on the path to success. Overall, it will 
provide society with a better return on its re-
search and development investments.

We will see a double development where great 
powers will develop special and expensive 
weapon systems based on their technological 
superiority. At the same time, smaller states will 
use cheap publicly available technologies to 
disrupt and counter the much more advanced 
technologies of the great powers.

Within the framework of NATO — and perhaps 
also within the framework of the EU and future 
development of PESCO — the Allies will be able 
to focus jointly on the development of combat-
critical technologies. This is reflected in NATO’s 
work on Emerging Disruptive Technologies.

4.5 Time, Speed, and Range

Speed is a key term when considering new 
technologies. Since the early 2000s, research 
in hypersonic weapons has been progressing.87 
Russia has already deployed Kinzhal hyper-
sonic missiles in the war in Ukraine.88 This means 
that hypersonic weapons will be implemented 
in the weapon arsenals within the next 10 
years. Hypersonic weapons travel at a speed 
of over Mach 5, more than 6,000 km/h.89 

The US Navy’s experiments with railguns show 
that in the near future guns will be able to 
launch a projectile at speeds of between 
7,200 km/h to 9,000 km/h.90 Several of the 
great powers are conducting research and 
development programmes concerning long-
range manoeuvrable weapons, most signifi-
cantly hypersonic boost-glide systems compris-
ing ballistic missiles equipped with hypersonic 
glide vehicles, and not least they can fly low 
and change course. Thus, they are difficult to 
detect and not least shoot down. These sys-
tems are extremely fast and can be used both 
as conventional strike capacities as well as 
nuclear strike capacities.91 For Russia, the hope 
is that these new missile systems will be able to 
penetrate US and NATO missile defence sys-
tems.92

Hypersonic systems endanger the ability to 
control the escalation ladder. It is currently very 
difficult to track and shoot down hypersonic 
missiles. If an opponent uses these very fast 
weapons — either for conventional or nuclear 
capacities — it becomes more and more dif-
ficult to control a crisis.

For decades, military research and develop-
ment have become accustomed to product 
development taking a long time. The F-35 
development started back in 1992; the X-35 
first flew in October 2000, and the F-35A on 

15 December 2006. The first combat missions 
took place in 2019. In contrast, during the 
Second World War, it took only 102 days from 
the proposal and contract signing for the first 
P-51 aeroplane to enter the skies. Research, 
industry, and armed forces must find a way to 
develop military capabilities much faster than 
they currently are. There is a very high risk that 
you will lose the arms race if you do not estab-
lish a much faster process for developing new 
weapons systems.

For NATO, the increases in speed and range 
on the battlefield raises the question of first 
strike. In the future, carrier strike groups are at 
risk of being hit by hypersonic weapons and 
defeated before clear action has been taken. 
There is a very clear threat of a new and much 
more catastrophic Pearl Harbour scenario. Until 
now, command of the sea has been secured 
with seaborne platforms — and for the last 100 
years, seaborne platforms with fighter aircraft 
— though in 2040, this might end. Command 
of the sea can very well be exercised with 
hypersonic missiles launched from land, sea, 
or air or by robot navies. Several countries like 
China and the USA are looking at developing 
large, unmanned surface vehicles and large 
unmanned undersea vehicles. 
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HARPY is an all-weather day/night “Fire and Forget” autonomous weapon. Photo IAI.
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5. Conclusion

NATO’s ability to adapt is historically based 
not only on NATO, as the organisation itself, 
but also on the capabilities and willingness of 
the member states. It must be realised that all 
military planning for the future is caught be-
tween prudence and paranoia.93 Nonetheless, 
the political and strategy changes on a global 
level make it absolutely necessary that the 
European NATO countries realise how unfriendly 
the future will become and that they, therefore, 
invest in their military. 

Europe must build military capabilities that can 
fight in the full military spectrum. This means 
that you must have tanks, artillery, frigates, and 
fighter jets here and now. It also means adapt-
ing to the new technologies over the next 
many years and incorporating them into NATO 
forces. However, one must not believe that 
there is a quick fix or that war is fundamentally 
changing. Many people hoped so until the 
Ukraine war, but it shows very clearly how new 
and old technology are mixed and how differ-
ent types of fighting happen at the same time. 
We see war in cyberspace and tanks, infantry 
and planes deployed on the battlefield. NATO 
must be able to do this in the future.

Politics and strategy, as well as new technol-
ogy, will in all likelihood be the strongest drivers 
for a military transformation within NATO. Over 
time, military change (the Military Revolution) 
has had five elements, as described above. 
These five elements can be used to establish 
a checklist for NATO’s military transformation. 
For NATO, the following five questions could be 
asked to ascertain whether or not the organisa-
tion is transforming in such a manner as to fit 
the potential future battlefield:

1.	 Does NATO develop new tactics that reflect 
the capabilities of new technology?

2.	 Does the size and composition of NATO’s 

armed forces and command structure re-
flect new technology and new politics?

3.	 Has NATO adapted new strategies corre-
sponding to the political and technological 
challenges?

4.	 Is there an impact — or a demand — on 
or from society to manage the new military 
organisations and tasks?

5.	 Has NATO changed its area of operation to 
handle new politics and technologies such 
as the space or cyber domains?

These five questions were not raised in most 
European countries up to 1914. The political 
and military leaders did not reflect on or dis-
sect the unpleasant responses they faced. If 
NATO and its member states are to avoid a war 
or, at worst, win a war, these elements must be 
reflected on. This must be a part of the new 
strategic concept.

The new escalation ladder is extremely steep; 
therefore, decision-making in NATO must reflect 
the fast-changing state of technology. At the 
same time, a future war will be fought in all five 
domains simultaneously — and there is a very 
clear risk that war may have broken out, and 
hostile acts may have been carried out long 
before an attack is detected. This means that 
NATO must establish a new command structure 
that can operate on a multidomain battlefield 
in the future.

NATO needs to focus on gaining and main-
taining operational access to areas of inter-
est to preserve freedom of action. With the 
changes in speed and, not least, the grey 
zone between peace and war, NATO must 
already have military capacities on high alert 
deployed in the possible upcoming theatre of 
war during peacetime. 

At the same time, NATO must consider the 
possibility of conducting first strikes in order 
to maintain control over given areas. This 
is against NATO’s identity as a defence alli-
ance, but political clarification on the subject 
is needed in the near future. Technological 
change means that NATO must consider this 
course of action to survive. The combination 
of political and strategic change with techno-
logical change is what forces the alliance to 
undertake such considerations.

Similarly, NATO’s political and military leader-
ship must consider introducing autonomous 
weapons systems as a protection against 
surprise attacks. Due to the rapid escalation 
ladder, it is not feasible to make the neces-
sary decisions in NATO forums before combat 
operations begin. This can both be a deterrent 
and create the necessary time for political 
and military decisions to be made. There is a 
clear risk in the future that conflicts may occur 
as a result of accidental or inadvertent esca-
lation. NATO must work towards new control 
mechanisms that ensure that the major pow-
ers do not accidentally trigger a conflict. This 
means that NATO must invite globally — pos-
sibly under the auspices of the UN — for talks 
to create the basis for new agreements. One 
of the most troubling points presented in this 
article is the realisation that the world is facing 
a new arms race.

As a part of the consideration of a new politi-
cal and military command structure, NATO 
must also consider intelligence as an inde-
pendent domain in its own right. A possibility is 
to merge the cyber and intelligence domains 
into a new domain handling the perpetually 
ongoing intelligence, cyber, and information 
operations.

The technological changes will change both 
how we fight and the strategic spectre in which 

we operate. Therefore, it is important that NATO 
invests in research into new technologies. This 
can be done as an offset strategy involving all 
member states. It must be coordinated be-
tween NATO, the EU, and individual states. It will 
not be easy but is of absolute necessity.  

Mass, combined with advanced technology, 
will be crucial to the future of the battlefield. It 
helps to partially alter the debate within NATO. 
Some states may choose to bet on, for exam-
ple, many but cheap drones/robots, constitut-
ing swarms. However, it is important to adopt a 
broad approach so that no damaging tech-
nology monopoly occurs.

George Kennan said in a 1946 speech deliv-
ered to the National War College, ‘You have no 
idea how much it contributes to the general 
politeness and pleasantness of diplomacy 
when you have a little quiet armed force in 
the background.‘ This still counts — and NATO 
and each member country must remember 
it. Not just the will to show force, but also the 
will to use force, is a necessary component to 
future warfighting ambitions. This must become 
part of NATO’s new strategic concept and in 
the military procurement and rearmament that 
each NATO member state must undertake in 
the coming years.
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